YctaHoBka 6ecnnatHoro TLS/SSL ceptudukara Let's Encrypt B
[IS/RDS B Windows Server

Knuent WACS pnsa yctaHoBku TLS ceptudukara Let's Encrypt B 1IS Ha
Windows Server

Camblin npocTor cnoco6 nonyyntb SSL cepTudukar ot Let's Encrypt — Bocnonb3oBaTbcs
KoHconbHoi yTunutoint Windows ACME Simple (WACS) (paHee npoekT HasbliBasicsi LetsEncrypt-
Win-Simple). OHa npeacTaBnsieT co60i NpOCTO MacTep, KOTOPbI MO3BOSIET Bbl6paTb OAUH U3
CanToB, 3anyLeHHbIX Ha IS, 1 aBTOMaTU4eckun BbINyCTUTb U NpuBS3aTb K HeMy SSL cepTudukar.

WUTak, npeanonoXuM y Hac uMeeTcsi Beb caiT Ha IIS, pasBEpHyTbIit nog ynpaeneHmem Windows
Server 2016. Hawa 3agaya, nepekntounts ero B HTTPS pexxum, yctaHoBMB SSL cepTudmkat ot
Let's Encrypt.

CkavanTe nocnegHuin penus knneHta WACS co cTpaHuubl NpoeKkTa Ha
GitHub https://github.com/PKISharp/win-acme/releases (B MoeM cnyyae 310 Bepcusa v2.0.10 —
dain win-acme.v2.0.10.444.zip).
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New features

Support

If you want professional support for WACS, your company up here in the release notes, or just want to buy me
(@WouterTinus) a beer for maintaining this tool, please check out my Patreon page.

w Assets 6
M win-acme.azurev2.0.10.444.zip 342 KB
I win-acme.dreamhost.v2.0.10.444.7ip 452 KB
M win-acme.route53.v2.0.10.444.zip 331KB
nuBwin-acmev2.0.10.444 7ip 277 MB

PacnakyiTe apxvB B kaTanor Ha cepsepe c IIS: c:\inetpub\letsencrypt

OTKpONTE KOMaHAHYIO CTPOKY C NpaBaMu agMUHUCTpaTopa, nepenante B katanor c:\inetpub\
letsencrypt u 3anycTute wacs.exe.

3anycTuTca MHTEpPaKTUBHbIN MacTep reHepauun ceptudukara Let's Encrypt u npusasku ero kK
caunTy IIS. Ytobbl 6biCTpO co3aaTb HOBbIN cepTudmkat Bbibepute N: — Create new certificates
(simple for IIS).



EX Select Administrator: Windows PowerShell

Windows PowerShell = : :
Copyright (C) 2016 Microsoft Corporation. All rights reserwved.

PS C:\UsershAdministrator> cd C:\inetpub’letsencrypt)
Jdnetpub’letsencrypt= .‘\wacs.exe

INFO: A =imple Window

INFO | Software wer

INFO! IIS version

WARN Scheduled task mot configured yet

"INFO! Please report issues at https://github. com/PKISharp/win-acme

Create new certificate ( 5)
: Create new certificate (full options)
Lizt =cheduled renewals

Renew scheduled

Renew specific

Renew *all®

More options...

Quit
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3aTeM Hy>XHO BblbpaTb TUN cepTudukarta. B Hawem npumepe HET HEOH6XOAMMOCTU UCNONb30BaTb
cepTudwmkat ¢ ncesgoHmmamm (Heckonbkumu SAN — Subject Alternative Name), noatomy
AocTaToyHo Bbi6paTb NyHKT 1. Single binding of an IIS site. Ecnv Bam Hy>xeH Wildcard-cepTtudmkar,
BblbepuTe onuuto 3.

[anee yTunuta BblBefET CNMCOK CalTOB, 3anyLLeHHbIX Ha cepBepe IS 1 npeanoXuT BbiGpaThb
CalT, ANsi KOTOPOIro HY>XHO co34aTb M NpuBsa3aTb HOBbIM SSL cepTudmkar.

Please specify how the 1list of domain names that will be included in the
certificate should be determined. If wou choose for one of the "all bindings”
options, the Tist will automatically be updated for future renewals to reflect
the bindings at that time.

: Single binding of an IIS webzsite

: All bindings of an IIS website

: A1l bindings of multiple II5 websites

: Manual input

: Read a C5R created by another program
ter=: Abort
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e.com (5iteld 2)
Abort

YkaxuTe Bal email, Ha KOTopbIV ByayT OTNPaBAATLCA YBEAOMIEHMSA O NpobriemMax
o6HOBNEHNEM cepTudMKaTa cainTa u Apyrue o noseleHns (MOXHO yKasaTb HECKOJIbKO email
yepes 3anATyt0). OcTanocb cornacuTcs ¢ ycrnosusiMu ucnonb3osaHus u Windows ACME Simple
noakaynTcs K cepeepam Let's Encrypt n nonbiTaeTcs aBTOMaTUYECKN CreHEPUMPOBaTb HOBbIW
SSL cepTudukar na Ballero canTa.

INFO' Target generated using plugin IISBinding:

er emaill For notificatd about proble ind abuse {comma erated): admin@t __ ___ __.com

erms of service: C:%ProgramData'win-acme\acme-v02.api. letsencrypt.orghLE-5A-v1. 2-November-15-2017, pdf

Mpouecc reHepauum n yctaHoBku SSL ceptudumkara Let's Encrypt gns IS nonHocTbo
aBTOMaTU3UPOBaH.

Mo ymMmonyaHuto BbINOSHAETCA Banuaauus goMmeHa B pexxume http-01 validation (SelfHosting). Ons
9TOro HYXXHO, YTo6bl B DNS foMeHa nmMmenacbh 3anucb, ykasblBatolLlas Ha Ball Beb cepsepa. [pu



3anycke WACS B py4HOM pexxMme MOXXHO Bbl6paTb Banuaauuio tuna — 4 [http-01]

Create temporary application in IIS (recommended). B aTom cnyyae Ha Be6-cepBepe IS 6yaeT
CO3/1aHO He6O/bLLOE MPUOXEHME, Yepe3 KOTopoe cepBepa Let’'s Encrypt cmMoryT npoBecTu
Banupaumio.

MpumeyaHue. Mpu BbinonHeHnn TLS/HTTP npoBepku Ball CalnT AOMKEH ObiTb AOCTYNEH CHapYXwu
no nonHoMy DNS nmenu no npotokonam HTTP (80/TCP) n HTTPS (443/TCP).

Ytunuta WACS coxpaHsieT 3akpbITbli Kitod cepTudukara (*.pem), cam cepTdukaT v pag apyrmx
dannos B KaTanor C:\Users\%username%\AppData\Roaming\letsencrypt-win-simple. 3aTem oHa B
(hOHOBOM peXXMMe YyCTaHOBUT CreHepupoBaHHbIi SSL cepTudukaT Let’'s Encrypt n npussixeT ero K
BalwleMy canTy IIS. Ecnu Ha canTe yxke ycTaHoBMeH SSL cepTudumkar

(Hanpumep, camonoAnucaHHbii), OH 6yAeT 3aMEHEH HOBbIM.

B 1IS Manager oTkpoiTe meHto Site Binding gns Bawero caita n yéegurtech, YTO 4SSl HEMO
ncnonb3yetcs cepTuduKart, BblgaHHbIN Let’s Encrypt Authority X3.

Type: IP address: Port:

https All Unassigned v| |443 |
Host name:

n  Certificate >

General Details  Certification Path

= ﬁ Certificate Information

This certificate is intended for the following purpose(s):

= Ensures the identity of a remote computer
# Proves your identity to a remote computer
«2,23.140.1.2.1

=1.3.6.1.4.1.44947. 1. 1.1 View...

= Refer to the certification authority's statement for details.,
Cancel

Issued to

Issued by: Let's Encrypt Authority X3

Windows ACME Simple co3gaeT HOBOe NpaBusIo B NnaHUpoBLuKe 3aaaHuii Windows (win-acme-
renew (acme-v02.api.letsencrypt.org)) nns aBTOMaTU4YeCKOro npoaneHus ceptudmrkaTa. 3agaHve
3anycKaeTcs KaXkabli AeHb, NpoaneHne ceptudmkaTa BbinosHAeTcs Yepe3 60 gHel.
MnaHnpoBLUKK 3anycKaeT KoMaHay:

C:\inetpub\letsencrypt\wacs.exe --renew --baseuri "https://acme-v02.api.letsencrypt.org"

9Ty XKe KOMaHAY Bbl MOXeTe UCNOJIb30BaTb AJ1si Py4YHOro O6HOBMEHUA cepTduKaTa.
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&  Mame Status Tnggers
v B Microsoft I win-acme renew (acme-v02.apiletsencrypt.org)  Ready At 00 AM every day



